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(57) Abstract: A monolithic semiconductor integrated 
circuit is provided for selectively encrypting or decrypt- 
ing data transmitted between one of a plurality of de- 
vices on the circuit and an external memory. Two se- 
ries of data pathways connect the devices and the ex- 
ternal memory. The first series of data pathways passes 
through a cryptographic circuit causing data to be en- 
crypted or decrypted, and the other series of data path- 
ways provides an unhindered route. When a data ac- 
cess request is made by a device, the data is selectively 
routed along one of the two series of data pathways ac- 
cording to the identification of the device making the 
data access request. In one example, if data is transmit- 
ted from a device to the external memory, the data is se- 
lectively encrypted before being stored in the external 
memory if the device transmitting the data is identified 
as secure. Then, when that data is retrieved from the 
external memory by a second device, the data is selec- 
tively decrypted only if the second device is identified 
as secure. 
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